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Abstract: In this paper, we apply a new MultiObjective Evolutionary technique to the Two
Truss structural problem. The new method
incorporates Differential Evolution algorithm to
Chaos search for better exploration. In order to
obtain more diversified solution set we used the
well known Fitness Sharing method to adopt the
size of the external archive maintained by the
technique during search. The results show that
the proposed algorithm is efficient in exploring
the pareto front of the problem.

minima than other stochastic optimization
algorithms.
Multi-Objective programming is a part of
mathematical programming dealing with
decision problems characterized by multiple and
conflicting objective functions that are to be
optimized over a feasible set of decisions. In
many cases, objectives are incommensurable,
meaning they are not comparable with respect to
magnitude and value, and conflicting, meaning
that the different objectives cannot be arbitrarily
improved without decreasing the value of
another (Ehrgott and Ruzika, 2008).

Keywords: Chaos; Differential Evolution
Algorithm; External Archive; Fitness Sharing;
Multi-Objective Optimization.

A structure in mechanics is defined as any
assemblage of materials which is intended to
sustain loads (Gordon,1978). In this paper, a
new method based on chaos search and
Differential Evolution technique is constructed
to solve the two-bar truss Multi-Objective
problem efficiently. The new method combined
Differential Evolution algorithm to chaos search
in order to enhance exploration during search.
The proposed method called Multi-Objective
Chaotic Differential Evolution (MOCDE)
technique uses an external archive for keeping
the non-dominated solutions gained during
search.

1. Introduction
Differential evolution (DE), proposed initially
by Price and Storn in 1995, is a population
based stochastic search algorithm (Storn and
Price, 1995), and has been successfully applied
to solve complex problems including linear and
nonlinear, unimodal and multimodal functions.
Over the recent years, DE has been successfully
applied to different subjects such as reservoir
system optimization (Reddy and Kumar, 2007),
optimal design of shell and tube heat exchangers
(Babu and Munawar, 2007), beef property
model optimization problems (Mayer et al.,
2005), and generation planning problems
(Kannan et al., 2003).

This paper is structured as following: Section
2 is made for Multi-Objective Optimization
basic concepts; section 3 is devoted to the
Differential Evolution algorithm; the proposed
technique is illustrated in section 4; the two-bar
problem is presented in section 5; and finally
section 6 concludes the paper.

Chaos is a kind of characteristic of nonlinear
systems and it has been extensively studied and
applied in many fields. Recently, chaotic
sequences have been adopted instead of random
sequences and very interesting and somewhat
good results have been shown in many
applications.

2. Multi-Objective Optimization
In general, a k-objective minimization problem
can be formulated as:

Chaos has been extended to various
optimization areas like in El-Santawy and
Ahmed (2012), El-Santawy and Ahmed (2011),
Zhang et al. (1999), and Li and Jiang (1998)
because it can more easily escape from local

min {(f 1 (x),..., f k (x)): x ∈ X }

(1)

It is usually assumed that the set X is given
implicitly in the form of constraints resulting in
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the feasible region in the decision space (Deb,
2001).
X : = {x ∈ Rn : g j (x) ≤ 0, j = 1,...,s; h j (x)
= 0, j = 1,...,m}

consists of NP parameter vectors X i,G , (i =
1,2,...,NP for each generation G). According to
Storn and Price, DE’s basic strategy can be
described as in the sections below.

(2)

3.1. Mutation

One of the main differences between single
objective and Multi-Objective Optimization is
that in multi-objective optimization the
objective functions constitute a multidimensional space, in addition to the usual
variable space. For each solution x in the
variable space, there exists a point in the
objective space, denoted by f (x) = z = (z 1 ,
z 2 ,…,z k )T.

For each target vector X i,G (i = 1,2,...,NP), a
mutant vector V i,G+1 is generated according to
(4)
r1 ≠ r2 ≠ r3 ≠ i.
where r1, r2, r3 belong to {1, 2,...,NP}. Note
that randomly chosen integer indexes have to be
different from each other and from the running
index. F is called mutation factor between [0,1]
which controls the amplification of the
differential variation (X r2,G - X r3,G ).

Definition 1 (Pareto Dominance): Without loss
of generality in a minimization problem, a
decision vector x 1 ∈ X is said to dominate a
decision vector x 2 ∈ X iff the following two
conditions are satisfied:
1. The decision vector x 1 is not worse than x 2
in all objectives, or ∀ i ∈ {1,2,…,k} : ƒ i
(x 1 ) ≤ ƒ i (x 2 ).
2. The decision vector x 1 is strictly better than
x 2 in at least one objective, or ∃ i
∈ {1,2,…,k} : ƒ i (x 1 ) < ƒ i (x 2 ).
If any of the above conditions is violated,
then x 1 does not dominate x 2 . A decision vector
x 1 ∈ X is called Pareto-optimal if there is no
other x 2 ∈ X that dominates it and in this case x 1
is called nondominated with respect to X; also
an objective vector is called Pareto-optimal if
the corresponding decision vector is Paretooptimal (Deb, 2001).

3.2. Crossover
In order to increase the diversity of the
perturbed parameter vectors, crossover is
introduced. The target vector is mixed with the
mutated vector, using the following scheme, to
yield the trial vector U i,G+ 1 = (u 1i,G+ 1 ,u 2i,G+ 1 ,…,
u Di,G+ 1 ), that is
(5)
j = 1,2,…,D.
where rand(j) is the jth evaluation of a uniform
random number generator between [0,1]. CR is
the crossover constant between [0,1] which has
to be determined by the user. rnb(i) is a
randomly chosen index from 1,2,…,D which
ensures that U i,G+1 gets at least one parameter
from V i,G+1 . Otherwise, no new parent vector
would be produced and the population would
not alter.

Definition 2 (Pareto Optimal Set): The Pareto
Optimal Set P* is defined by:
P* = {x ∈ X | x is pareto-optimal}
(3)

3.3. Selection

Many authors had adopted the Evolutionary
Algorithms (EAs) like Simulated Annealing
(SA), Genetic Algorithms (GA), as well as
Swarm Intelligence (SI) techniques to deal with
Multi-Objective Problems (El-Santawy, 2009).

To decide whether or not it should become a
member of the next generation G + 1, the trial
vector U i,G+1 is compared to the target vector
X i,G . Assume that the objective function is to be
minimized, according to the following rule:

3. Differential Evolution Algorithm

(6)

The key idea behind DE is a scheme for
generating trial parameter vectors. Mutation and
crossover are used to generate new vectors (trial
vectors), and selection then determines which of
the vectors will survive the next generation.

That is, if vector U i,G+1 yields a better
evaluation function value than X i,G , then X i,G+1 is
set to U i,G+1 ; otherwise, the old value X i,G is
retained. As a result, all the individuals of the
next generation are as good as or better than
their counterparts in the current generation.

A set of D optimization parameters is called
an individual, which is represented by a Ddimensional parameter vector. A population
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4. Multi-Objective
Chaotic
Evolution Technique

process. Furthermore, the contents of the
external archive are also usually reported as the
final output of the algorithm (Sierra and Coello,
2006).

Differential

In this work, a proposed technique found in ElSantawy and Ahmed (2012) is adopted to solve
the concerned problem. The proposed technique
combined two important modifications to
enhance the performance of the standalone DE
algorithm. The new method so-called MultiObjective Chaotic Differential Evolution
(MOCDE) combines an external archive and
chaotic search to DE, We will illustrate the two
mechanisms along the rest of this section.

Second Fitness Sharing:
The main idea of fitness sharing is to distribute a
population of individuals along a set of
resources (Lechuga and Rowe, 2005). When an
individual i is sharing resources with other
individuals, its fitness f i is degraded in
proportion to the number and closeness to
individuals that surround it, and in this way
promoting and maintaining diversity. In general
Fitness sharing for an individual i is defined as:

First Chaos:

fsharei = f i

Mathematically, chaos is randomness of a
simple deterministic dynamical system and
chaotic system may be considered as sources of
randomness (Alatas, 2010). A chaotic map is a
discrete-time dynamical system
x k+1 = f (x k ), 0 < x k < 1, k = 0,1,2,…

j =0

sharing ij

(10)

where n is the number of individuals in the
population.
5. Two-Bar Truss Structural Problem

(7)

As shown in Figure 1, the truss has to carry a
certain load without elastic failure. Thus, in
addition to the objective of designing the truss
for minimum volume (which is equivalent to
designing for minimum cost of fabrication),
there are additional objectives of minimizing
stresses in each of the two members AC and
BC.

running in the chaotic state. The chaotic
sequence {x k : k = 0,1,2,…} can be used as
spread-spectrum sequence and as a random
number sequence. Here, two well-known onedimensional maps are introduced. Later on,
these maps are used in the chaotic searches.
The Logistic map: In 1976, Robert May
pointed out that the logistic map led to chaotic
dynamics (May, 1976). A logistic map is a
polynomial map. It is often cited as an example
of how complex behavior can arise from a very
simple nonlinear dynamical equation (Ott,
2002). This map is defined by
z k+1 = µ z k (1- z k )

∑

n

(8)

Obviously, z k ∈ [0,1] under the conditions
that the initial z 0 ∈ [0,1], where k is the
iteration number and µ = 4.

Figure 1. The Two-Bar Truss Problem

The two-objective optimization problem for
three variables y (vertical distance between B
and C in m), x 1 (length of AC in m) and x 2
(length of BC in m) is constructed as follows:

The Circle map: The circle map is represented
by
z n +1 = z n + d − (c / 2π )sin(2π z n ) mod(1)
(9)
where c = 0.5, d = 0.2, and z 0 ∈ [0,1] generates
chaotic sequence in [0,1] (Zheng, 1994).

minimize f 1 (x =
) x 1 16 + y 2 + x 2 1 + y 2

minimize f 2 (x ) = max (σ AC ,σ BC )
In Multi-Objective Optimization, the
S .T max (σ AC ,σ BC ) ≤ 1(105 )
solutions obtained during search are usually
kept in a different place from the population,
20 16 + y 2
80 1 + y 2
which is called external archive: This is=
a
σ AC =
, σ BC
yx 1
yx 2
repository in which the non-dominated solutions
y
x
≤
≤
≥
1
3
and
0
found so far are stored. The solutions contained
in the external archive are used in the updating
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(11)

In this proposal, when a random number is
needed by the classical DE algorithm, it is
generated by iterating one step of the chosen
chaotic map that has been started from a random
initial condition at the first iteration. Also, we
suggest updating the mutation constant F
chaotically as follows
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G = 1,2,…
where the values of F min and F max are user
defined. Along this paper, the initial parameters
are set at NP = 50, G = 100, CR = 0.8, F min =
0.3, and F max = 0.6. The logistic map is used to
update F, while the circle map is employed to
generate chaotic generations used during search.
The external archive is set to keep 100
nondominated solutions. Figure 2 shows the
pareto front produced using the proposed
method. An additional constraint of maximum
stress being smaller than 1(105) is added to the
original problem. The solutions are spread in the
following range: (0.004652 m3, 90703 kPa) and
(0.05107 m3, 8652 kPa).

Figure 2. Pareto front. obtained by MOCDE

6. Conclusion
In this paper, we try to incorporate chaos
search to Multi-Objective Differential Evolution
Algorithm (MODE) to solve the well-known
two truss structural problem. The fitness sharing
method is employed to fix the archive's size.
Results show that the proposed technique is
promising and efficient. The proposed technique
explores the search space in an efficient manner
referring to the chaotic perturbations.
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Abstract: Information Security is not a task that can
be completed in a given amount of time; rather it is
an ongoing and never-ending process. Presently,
Social Networking Sites account for the highest
number of internet users and the daily internet
traffic. In this work, social network security
quantification is carried out based on five security
factors which are: Authentication, Confidentiality,
Integrity, Availability and Non-repudiation. Users’
responses were generated through the use of
questionnaires which were administered via Google
docs. From the result analysis, it was discovered that
most social network users do receive requests or
messages from individuals they do not know, at
times they find it difficult to access their profile
information on time. Most users usually receive a
message that their information has been accessed
elsewhere; hence social networking site is not safe
for confidential messages and information.

with its operation. Security is a technique for
ensuring that data stored in a computer cannot be
read or compromised. The consistently used
terminologies for computer security over a period of
time include (Wikipedia, 2013; Rita, 2003):
Confidentiality: This is the concept of protecting
information from improper disclosure and protecting
the secrecy and privacy of data so that the
intellectual property & reputation of an organization
is not damaged. Maintaining confidentiality is
typically achieved via encryption of the data.
Integrity: Integrity of data must be maintained,
meaning the data must be kept in its original form,
unmodified, uncorrupted, and as stored. Here,
information is modified only by users who have the
right to do so, and only in authorized ways.
Availability: The concept of availability refers to
the provision of access to the information system
and data when required by the business. This must
be maintained in order to keep the data which is
protected, available to those whom are authorized to
view or change the data.
Authentication: Authentication is the process of
verifying that users are who they claim to be when
logging onto a system. It is also the identification
and assurance of the origin of information.
Authorization: This is the process of allowing only
authorized users’ access to sensitive information.
Attack: This is an attempt to bypass security
controls or an assault on a computer system security,
that is any action that attempts to or violate security.
Firewalls: Firewalls are security devices used to
restrict access in communication networks. They
prevent computer access between networks, and
only allow access to services which are registered.
Security is not a task that can be completed in a
given period of time; rather it is an ongoing and
never-ending process. Littlewood et.al (1993) points
out that the security measures of a system should be
operational, which means that such measures should
reflect the system’s ability to remain secure under
particular conditions of operation, including attacks.
A number of other research groups have developed
models for quantitative measures of security. Ortalo
and Deswarte (1999) present a quantitative model to
measure known UNIX security vulnerabilities using
a privilege graph (transformed into a Markov chain).
The model allows for the characterization of
operational security expressed as the mean effort to

Keywords: Security, Google docs, Social Network,
Questionnaire
1. INTRODUCTION
Quantifiable security is a topic that has gained a lot
of interest in the research community during the last
decade. With increase in assets, digital information
stored on computers, information transmitted across
networks, the number of ways that criminals can
steal, modify, or destroy data are ever increasing
(Garg et al, 2003). From this rising concern, many
administrators began security auditing on their
networks, and security policy that help them protect
their assets.
Security is one of the few areas of computing
that does not really enjoy the benefits of a well
understood set of techniques for measurement and a
specific model of calculating the overall security of
a system or service (Serrelis and Alexandris, 2007).
In other words, there are actually no laid down
methods or metrics for measuring security. This
means that since security cannot be measured
directly due to its nature the measurements should
be performed on the factors that influence security,
then through a series of calculations a figure that
will represent a level of security can be calculated
based on the measurements performed on factors
influencing security.
Security protects an information system from
unauthorized access to information or interference
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security failure, as proposed by Littlewood et.al
(1993).
In computer security, harm implies a loss of
desired system properties such as confidentiality,
integrity, or availability. The goals of security may
be distinguished from those of reliability in that they
focus on preventing injury or harm resulting not
only from random acts of nature, but also from the
intentional strategic actions.
To address these matters, a general definition of
security as the combination of two sub-processes
that are themselves free of references to any specific
technology or application is given below.
Security is:
1. The process of identifying events that have
the potential to cause harm (or threat
scenarios) and implementing safeguards to
reduce or eliminate this potential.
2. The safeguards, or countermeasures, created
and maintained by the security process.
Information security means protecting information
and information systems from unauthorized access,
use, disclosure, disruption, modification, inspection,
recording and destruction (U.S.Code). Information
security is concerned with the confidentiality,
integrity and availability of data regardless of the
form the data may take (electronic, print).

3. Authorized users are prevented from
accessing information or resources in a
timely manner.
1.2 The Need for Security
The effects of information systems on daily life
became significant in the early 90’s by the
introduction of the most exceptional inventions of
the century: the Internet. Since then, the Internet
became an integral part of modern human life.
However, besides its impressive benefits, there are
also dangers related to the Internet, most of them
being about security issues. The realization of this
threat was not immediate as it took some time to
comprehend the extent of the danger. Many large
online companies such as Yahoo and E-bay
experienced the catastrophic consequences of
network attacks in the near past. Based on these
consequences, the general approach to security
issues has increased.
There is no such thing as 100% security,
Bertagnolio (2001) and Rosamond (2004) stated that
since the Internet is not completely secure, any
network connected to the Internet cannot achieve
total security as was predicted by security
specialists. They stated that threats cannot all be
eliminated as the growth rate of security threats will
be bigger than the growth of the Internet (Schneir,
2005). Besides, security is a process not a task to be
completed and efforts on providing security must
continue as long as the network is functioning and is
connected to the Internet. The main goal of
designing secure networks is to manage the risks as
effectively as possible, rather than eliminating all
the threats (Bertagnolio, 2001).
In one of its articles, the Microsoft tech-net web
site identifies 10 immutable laws of security
administration. One of the laws is listed as “the most
secure network is a well-administered one”. This
sentence indicates the importance of the
configurations of the network. Actually most
successful attacks are not executed by exploiting a
flaw in the software, but by taking advantage of the
misconfigurations in the network. Another important
law of security administration is about the
complexity of the network, it states that the
difficulty of defending a network is directly
proportional to its complexity. Keeping it simple,
documenting every configuration change, updating
security policies are all good components of
successful security management.
The emergence of the Internet brought about the
birth of social network services and these services
have gained millions of users in the last decade
(Boyd and Ellison, 2007). The popular ones are
Facebook and Twitter that allow users to maintain
their relationship through the Internet. As at 2009,

1.1 Threat Scenarios
In the security and risk management literature, the
word threat refers to the chain of events that begin
with the adversary (who may also be known as a
threat source) and end in damage or harm (Philip et
al, 1989; Thomas, 2001). The word scenario is used
to describe such chains of events. Threat scenarios
provide the context for thinking about security. By
establishing a common understanding of the events
that lead to harm in a threat scenario, parties can
better agree on what is at stake and what safeguards
may reduce the risk.
Exploring threat scenarios does not only help
understand what can go wrong or cause security
failures, but also help to understand how and why
these events may occur and who may likely cause
them to occur. According to Abdullah (2008), the
threat users of social network can face was
categorized in four groups: Privacy related threats,
SNS variants of traditional network and information
security threats, Identity related threats and Social
threats. In this work, the threat was discussed in the
following groups: confidentiality, integrity, or
availability. These basic threat scenarios are:
1. Information is exposed to someone who
should not have access to it.
2. Information is modified in a manner
contrary to policy.
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Facebook has more than 200 million active users
and more than 100 million users log on at least once
each day. Online social networks provide platforms
for their users to publicize their personal
information.
Wasserman and Faust (1994) wrote a
comprehensive handbook for social network
analysis, the book employed graph notation to
describe and analyze social networks. In terms of
social implications, Granovetter (1973) argued that
weak ties play a crucial role of diffusing information
across social networks.

online dating site Match.com. Other, similar sites
created in the same timeframe include CyWorld,
Ryze, and LinkedIn. In 2003, MySpace was created
as an alternative to Friendster and the others.
MySpace allowed users to heavily customize the
appearance of their profile, which proved very
popular with users, causing MySpace to quickly
become the largest online social network with 247
million user accounts, over twice as many as the
second most popular network, Facebook. With the
rise in popularity of online social networks, many
other types of sites began to include social
networking features. Examples include multimedia
content sharing sites (Flickr, YouTube, and Zoomr),
blogging sites (Live- Journal and BlogSpot),
professional networking sites (LinkedIn and Ryze),
and news aggregation sites (Digg, Reddit, and
del.icio.us). All of these sites have different goals
but employ the common strategy of exploiting the
social network to improve their sites.
Facebook began in early 2004 as a Harvardonly social network site (Cassidy, 2006). To join, a
user had to have a harvard.edu email address. As
Facebook began supporting other schools, those
users were also required to have university email
addresses associated with those institutions, a
requirement that kept the site relatively closed and
contributed to users' perceptions of the site as an
intimate, private community. Beginning in
September 2005, Facebook expanded to include
high school students, professionals inside corporate
networks, and, eventually, everyone. Currently,
about 73% of online adults use social networking
sites (Brenner, 2013). The timeline of social network
is represented in figure 1 below:

2.0 LITERATURE REVIEW
2.1 Social Network Sites
The site Classmates.com is regarded as the first web
site that allowed users to connect to other users. It
began in 1995 as a site for users to reconnect with
previous classmates and currently it has over 40
million registered users. However, Classmates.com
did not allow users to create links to other users;
rather, it allowed users to link to each other only via
schools they had attended. In 1997, the site
SixDegrees.com was created, which was the first
social networking site that allowed users to create
links directly to other users. As such,
SixDegrees.com is the first site that meets the
definition of an online social network (James, 2008).
Online social networks began to grow in
popularity as more users became connected to the
Internet and the growth opened set of fascinating
new challenging (Kleinberg, 2013). In the early
2000s, a number of general-purpose sites for finding
friends were established, the most notable of which
is Friendster. Friendster was focused on allowing
friends-of-friends to meet, beginning as a rival to the

Figure 1: Timeline of social network sites (Adapted from Boyd and Ellison, 2007)
online (McDowell and Morda, 2011). SNS on the
other hand can be broadly defined as an internet or
mobile-based social space where people can

2.2
Social Networking Services (SNSs)
Social networking is an avenue for people to
connect and share information with each other
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connect, communicate, create and share content with
others. Permissions are a very important feature of
most SNS as they allow members and groups to
control who gets access to their profiles,
information, connections and spaces (The New
Media Consortium, 2007). Boyd and Ellison (2007)
define social networking sites as having three
common elements: a member profile which is
always a web page, the ability to add other members
to a contact list and supported interaction between
members of contact lists.

networks via their phones. Increasingly, too,
there are mobile–led and mobile-only based
communities like the 2go. MYUBO, for
example, allow users to share and view
video over mobile networks (Mobile
Socializing, 2007).
5. Micro-blogging/ Presence updates: Microblogging services such as Twitter and Jaiku
allow users to publish short messages
publicly or within contact groups. They are
designed to work as mobile services, but are
popularly used and read online.
6. People Search: People search is another
important web development. There are
various kinds of social and people search,
but sites like Wink generate results by
searching across the public profiles of
multiple social network sites. This allows
search by name, interest, location and other
information published in profiles, allowing
the creation of Web-based dossiers on
individuals.
Online social networks serve a number of purposes;
they are used to maintain and strengthen existing
social ties, or make new social connections. The
sites allow users to articulate and make visible their
social networks, thereby communicating, with
people who are already part of their extended social
network. Online social networks are used by each
member to upload her own content and are also used
to find new, interesting content by filtering,
recommending, and organizing the content uploaded
by users.

2.3 Types of Social Networking Services
The various types of social networking services
include:
1. Profile-based services: They are primarily
organized around members' profile pages.
Bebo, Facebook and MySpace, are good
examples of this. Users develop their space
in various ways, and can often contribute to
each other’s spaces – typically leaving text,
embedded content or links to external
content through message walls, comment or
evaluation tools. Users often include third
party content (in the form of widgets) in
order to enhance their profiles, or as a way
of including information from other web
services and SNS.
2. Content-based services: In these services,
the user's profile remains an important way
of organizing connections, but plays a
secondary role to the posting of content.
Photo-sharing site Flickr is an example of
this type of service where groups and
comments are based around pictures. Other
examples include YouTube.com for videosharing and last.fm, where the content is
created by software that monitors and
represents the music that users listen to.
3. White-label SNS: Most SNS offer some
group-building functionality, which allows
users to form their own mini-communities
within
sites.
Platforms
(such
as
PeopleAggregator and Ning launched in
2004) offer members a different model,
based on the creation and membership of
users' own social networking groups. These
sites offer members the opportunity to
create and join communities which implies
that users can create their own miniMySpace, small scale social networking
sites which support specific interests, events
or activities.
4. Mobile SNS: Many social network sites like
Facebook, MySpace and Twitter, offer
mobile phone versions of their services,
allowing members to interact with their

2.4
Privacy Breaches
In September 2006, Facebook gave users the
capability to limit the ability to view personal
information to users that they were already friends
with. One of the key attributes of a user's profile is
the broad networks that the user belongs to. These
networks can be based on geographical location,
academic affiliation and employer (e.g. Deloitte &
Touche or Goldman Sachs). Prior to this change in
2006, Facebook users could see the details of any
user within the same network as them. For example,
students of the same University could see one
another’s profile. Since September 2006, users have
been able to limit the ability to view their profile
details to only their friends, or to friends of friends.
Before this change was made, Acquisiti and Gross
(2005) used the ability of users in the same network
to view each other's information without a profile
connection to analyze the type of information users
on Facebook were willing to publish. Acquisiti and
Gross gathered data from 4,540 user profiles of
students that attended Carnegie Mellon University
so they could analyze patterns in the details that
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users provided. Their research pointed out that,
unlike some other online social networking sites,
Facebook is specifically designed to connect a user's
profile to their public identity by, using their real
name. This enhances the potential impact of privacy
breaches since there is very little anonymity for
users. They found that 87.8% of their sample
revealed their birth date, 39.9% revealed a phone
number, and 50.8% listed their current residence. Of
those profiles that reveal a birth date, 98.5% list the
full birth date, including day, month, and year. Also,
62.9% of users listed as “In a relationship” linked to
their partner's Facebook profile. They also found
that single male users of Facebook were much more
likely to list a phone number in their profile. 47.1%
of male users disclosed a phone number while only
28.9% of female users did so. In addition to
analyzing the information users posted on their
profiles, Acquisiti and Gross (2007) attempted to
analyze how users used the privacy settings
provided by Facebook. At that time, privacy settings
on Facebook were limited to profile search ability
and profile visibility. Users were able to prevent
themselves from showing up in the profile search
feature, and to limit who could view their profile
based on whether or not a user was friends or a
friend of a friend of that user. By default, user
profiles were world searchable, and fully viewable
to any user at the same academic institution.
Acquisiti and Gross found that Mackay's earlier
research (Mackay, 1991), suggesting that users are
highly unlikely to change their default settings, held
true in the case of Facebook where only 1.2% of
users limited the search ability 22 of their profile,
and only 3 users (0.06%) limited the ability of other
Carnegie Mellon Facebook users to see their full
profile.
Acquisiti and Gross (2007), as well as Backstrom et
al (2007) discuss potential ways of abusing privacy
within social networks that attempt to preserve
privacy. Acquisiti and Gross focus on the ability to
combine data from numerous social networks in an
attempt to re-identify individuals who have accounts
on multiple sites. Backstrom et al (2007) identified a
number of attacks against naively anonymized
networks. Naive anonymization relies upon simply
replacing the real identifier of a node, e.g. a person's
name, with an anonymized unique identifier. They
recognized that privacy breaches could occur from
active and passive attacks.
Zheleva and Getoor (2007) evaluated the privacy
implications of networks that allow both public and
private user profiles. Private user profiles are set to
hide details from users they are not directly
connected too, while public profiles allow anyone in
the same network to view their profile details. They
found that an adversary that is not part of the

network can ascertain information about private user
profiles by viewing friendship links and group
membership of public profiles.
2.5

Statistical Data on Social Network Security
Social media data security in business:
Spam Titan reported in a 2010 survey that
49% of small to medium sized business
don’t have any social media policy. Spam
and malware can enter into a company’s
network by means of Instant Messages
(IM), Skype, Twitter, Facebook, YouTube
and all other social media services. An
employee’s information from a social
media profile is used by cyber thieves to
send spear phishing emails. i.e. tricking
them into providing their bank or creditcard information by sending a fraudulent
e-mail asking for verification of an
account number or password. By the end
of 2011, 50% of Americans are projected
to own smartphones. Tech Crunch article
on May 16th , 2012 indicates that with
smartphone penetration now at 50% in the
U.S, mobile consumers are downloading
more apps than ever before, with the
average number of apps owned by a
smartphone user now at 41, a rise of 28%
last year. Google says it has now passed
15billion downloads announced, and
Apple noted 25billion downloads in March
2012. Android and iOS owners accounted
for 88% of all apps that were downloaded
in the past 30days, up from 74% last year.
ii. Social media data security statistics:
With 500+ million subscribers on
Facebook,
37%
of
company
sensitive/confidential information was
leaked by means of email and Instant
Messages (Osterman, 2010). According to
Neilsen, nearly a quarter (22.7%) of all
online time is spent social networking.
Facebook, the social networking giant
recently granted third-party developers
access to user addresses and phone
numbers, adding to Facebook’s long list of
questionable
corporate
practices.
ZoneAlarm by CheckPoint has identified
the most common social media security
attacks in 2010; Kooface: a social media
worm and are the longest running worm in
history. Malicious Applications: Apps like
“Birthday Invitation” to request personal
information command and control. The
dis-linking scam from Sophos’ 2011
security threat report states that 40% of
social networking users’ quizzed has sent
i.
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malware such as worms via social
networking sites, a 90% increase since
April 2009. Two thirds (67%) say they
have been spammed via social networking
sites, more than double the proportion in
less than two years ago, 43% have been on
the receiving end of phishing attack, more
than double of the figure since April 2009.

security through the internet and Questionnaire was
administered to address the issue of confidentiality,
integrity, availability, authenticity and nonrepudiation of social networks.
3.2
Questionnaire Design
This describes the logistics used in the design of the
questionnaire so as to derive the information and
data needed for this work from the respondents. For
the purpose of this research, the first part of the
questionnaire addresses the respondent profile which
includes gender, age, the social networks used and
how often it is used. The other section addresses the
security metrics; this metric has been defined by the
five factors as: A – Confidentiality, B –Integrity, C –
Non-repudiation, D – Availability and E –
Authentication.

3.0 SYSTEM DESIGN
Security metric is represented as a tuple of 5
variables, each representing an aspect of the defined
security. They are Confidentiality, Integrity,
Authentication, Non-Repudiation and Availability.
3.1
Data Collection Techniques
The techniques used for the collection of data
include: Obtaining Statistical Data on social network

Figure 2: The Security Framework
The questionnaire was admitted online through
Google docs. Google document is an online word
processor that enables creating and formatting text
documents, and collaborating with other people in
real time. With Google docs, one can create
different kinds of online documents, work on them
in real time with other people, store documents and
other files, share work online and access one’s
document from anywhere.

correlation analysis of important variables. The
ANOVA (Analysis of variance) statistical test was
also used in testing the hypothesis proposed in this
work.
3.4
Hypothesis
Statistical hypothesis test is a method of making
decisions using data; it was developed in the context
of quality control where there is need for a definite
yes or no answer from every analysis. There are two
major types of analysis, they are:
1. Null hypothesis (Ho): This simply state that
there is no difference between the groups.
2. Alternate hypothesis (Hi): it is usually stated
in form of prejudice or bias, it is used to
describe the result expected.

3.3
Data Analysis
The data collected from the study were analyzed
using Statistical Packages for Social Scientists
(SPSS) version 16.0 computer software. The
statistical techniques used includes table of
frequency, percentage distribution, descriptive
statistics such as mean; graphs, charts and

Security
Metrics
Authenticat
ion

Confidentia

Table 1: Hypothesis Responses for the Five Security Factors
Hypothesis I
Hypothesis II
Hypothesis III
Ho: Respondent has never
received a message from someone
he/she do not know
Hi: Respondent has received a
message from someone he/she do
not know
Ho: Most messages received or

Ho: Respondent has never sent
a message to someone he/she
do not know
Hi: Respondent has sent a
message to someone he/she do
not know
Ho: Respondent has never Ho:
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Respondent

has

lity

sent via a social networking site
are confidential
Hi: Most messages received or
sent via a social networking site
are not confidential

Integrity

Ho: Respondent information has
been modified without his/her
permission
Hi: Respondent information has
been modified with his/her
permission
Ho: Respondent never experience
difficulty in accessing his/her
profile information in time
Hi: Respondent has experience
difficulty in accessing his/her
profile information in time
Ho: Respondent have never
received a message from someone
who later deny sending such
message
Hi: Respondent has received a
message from someone who later
deny sending such message

Availability

NonRepudiatio
n

given the password to his/her
social network account to a
third party
Hi: Respondent has given the
password to his/her social
network account to a third party

never
received
information that his/her
account was accessed by
someone he/she do not
know
Hi:
Respondent
has
received information that
his/her
account
was
accessed by someone
he/she do not know

Ho: Respondent can access
his/her account always
Hi: At a point in time,
respondent could not access
his/her account at all
Ho: Respondent has never sent
a message to someone and later
deny sending such message
Hi: Respondent has sent a
message to someone and later
deny sending such message

security of social networking sites based on the five
factors (confidentiality, authentication, availability,
integrity and non-repudiation). It was administered
online via Google docs.

4.0
RESULT AND DISCUSSION
4.1
Presentation of Data
The questionnaire for this research addresses five
factors of security which are: confidentiality,
Authentication, availability, integrity and nonrepudiation. The questionnaire is divided into two
sections in which the first is on the respondents
profile while the second section is on quantifying

Presentation of
Questionnaire)

Data

(Section

A

of

the

Table 2: Distributions of Respondents According to Gender
Cumulative
Frequency
Percent
Valid Percent
Percent
Male

55

60.4

60.4

60.4

Female

36

39.6

39.6

100.0

Total
91
100.0
100.0
On collection of the data, the respondents gender is presented in the chart below, 60% were male while 40%
were female.
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Table 3: Distribution of Respondents According to Age Group
Frequency

Percent

Valid Percent

Cumulative Percent

Below 18

3

3.3

3.3

3.3

18 – 25

59

64.8

64.8

68.1

26 – 35

26

28.6

28.6

96.7

Above 35

3

3.3

3.3

100.0

Total

91

100.0

100.0

From the data above, 3% of the respondent falls
below 18years of age, 65% falls between 1825years, 29% falls between 26-35years while 3%

falls above 35years of age. It is represented in the
chart below:

Table 4: Responses toward Social Networking Sites
Response
Do you have your profile on any of the Facebook only
following social networking services
Blackberry messenger
Multiple Social Networks
Which is your favourite social network?
Facebook only
Blackberry messenger
Multiple Social Networks
How often do you make use of your favourite I’m constantly logged on
service(s)?
Several times a day
Weekly
Occasionally

Figure 4:

Total
1
1
89
1
1
89
63
18
1
9

Percent
1.1
1.1
97.8
1
1
97.8
69.2
19.8
1.1
9.9

Figure 6

Presentation of
Questionnaire)

Figure 5:
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Data

(Section

B

of

the

Table 5: Quantifying Security Based on Authentication
Response
1. Have you ever received a message or request from Yes
somebody you don’t know?
No
2. Have you ever sent a message or request to someone you Yes
don’t know?
No
3. How often do you receive such message(s)?
Very often
Sometimes
Never
Table 6: Quantifying Security Based on Confidentiality
Response
Total
1. How confidential are the Very confidential
18
messages you receive or Normal
69
Not confidential
4
send?
2. Have you ever given a thirdparty the password to your
account?
3. Have you ever received
information
that
your
account was accessed by
someone you don’t know?

28
63

30.8
69.2

Yes
No

47
44

51.6
48.4

Very often
Sometimes
Never

0
20
71

Table 8: Quantifying Security Based on Availability
Response
Total
1. Do you experience difficulty in Yes
51
accessing your profile information in No
40
time?
2. How often does it happen?
Very often
8
Sometimes
46
Never
37
3. Was there any time you tried accessing Yes
71
your account and you could not?
No
20
Table 9: Quantifying Security Based on Non-Repudiation
Response
Total
1. Have you ever received a message from Yes
43
someone who later denies sending you No
48
such message?
2. How often do you receive such Very often
4
message?
Sometimes
46
Never
41
3. Have you ever sent a message to Yes
12
someone and later deny sending such No
79

14

Percent
97.8
2.2
59.3
40.7
26.4
72.5
1.1

Percent
19.8
75.8
4.4

Yes
No

Table 7: Quantifying Security Based on Integrity
Response
Total
1. Have any of your information Yes
19
being modified without your No
72
permission?
2. How often does it happen?

Total
89
2
54
37
24
66
1

Percent
20.9
79.1

0.0
22.0
78.0

Percent
56.0
44.0
8.8
50.5
40.7
78.0
22.0

Percent
47.3
52.7
4.4
50.5
45.1
13.2
86.8

message?
4. How often do you send such message?

Very often
Sometimes
Never

1
12
78

1.1
13.2
85.7

Table 10: Responses on How Safe a Social Networking Site is
In your own opinion, how safe are social networking services?
Frequency Percent

Valid
Percent

Cumulative
Percent

Valid Very safe 8

8.8

8.8

8.8

Safe

72

79.1

79.1

87.9

Not safe

11

12.1

12.1

100.0

Total

91

100.0

100.0

The bar chart below shows the description of the
data where about 9% think the social networking
sites are very safe, 79% think it is just safe and 12%

think it is not safe at all. The graph in figure gives a
pictorial view of the data given in table 4.8.

Figure 6: Safety of Social Networking Sites
Where 1= Very safe, 2 = Safe and 3 = Not safe.
their messages are fairly confidential, probably some
of their messages are made known to the public and
4.2 Analysis of Findings (For Authentication)
Based on the first question, about 98% of the
some others kept away from the public while 4% do
respondents have received a message or request
not see their messages as confidential at all. Based
from someone they don’t know while only 2% have
on the second question asking if the respondents
never received such message. Following the second
have ever given a third-party the password to their
question, asking if the respondents has ever sent a
account, 31% chose a Yes while 69% chose a No.
message or request to someone they do not know,
based on the last question addressed on
59% chose a Yes meaning they have sent a message
confidentiality asking if the respondents have ever
to someone they do not know while 41% claimed
received information that their account was accessed
they have never sent a message to an individual they
by someone they don’t know, 52% chose a Yes
do not know. Based on the last question, 26% of the
while 48% chose a No.
respondents receive request or message from
someone they do not know frequently, 73% receives
4.4 Analysis of Findings (for Integrity)
such message fairly frequently while 1% claimed to
Based on the first question asked in the
have never received such message.
questionnaire, asking the respondents if any of their
information being modified without their
permission, 21% chose a Yes while 79% chose a
4.3 Analysis of Findings (for Confidentiality)
In response to the first question, 20% of the
No. In response to the second question, 22%
respondents claimed the messages they receive via a
occasionally have their information modified
social networking site is very confidential, i.e. not
without their permission while 78% never have their
available to the public, 76% choose normal meaning
information modified without their permission.
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Based on the first question asking if the respondents
have ever received a message from someone and the
individual later deny sending a message, 47% chose
a Yes while 53% chose a No. based on the second
question, receiving a message from someone who
later denies sending such message happens very
frequently for 4%, fairly frequent for 51% and has
never happened with 45% of the respondents. The
third question asked if the respondents have ever
sent a message to someone and later deny sending,
13% chose a Yes while 87% chose a No. based on
the last question, 1% sends message and later deny
sending very frequently, 13% sends fairly frequently
while 86% have never sent a message to someone
else and later deny sending the message.

4.5 Analysis of Findings (for Availability)
In response to the first question, 56% experiences
difficulty in accessing their profile information in
time while 44% have never experienced difficulty in
accessing their profile information in time. Based on
the second question, for about 9% of the
respondents, this difficulty occurs very frequently,
for about 51%, it is fairly frequent while about 41%
has never experienced difficulty in accessing their
profile information in time. On the last question,
asking if there was any time the respondents tried
accessing their account and could not, 78% chose a
Yes while 22% chose a No.
4.6

Analysis
of
Repudiation)

Findings

(For

Non-

Table 12: Testing Hypothesis for Authentication using ANOVA
Sum
Squares

of

Respondent has received a Between
.012
message or request from Groups
someone he/she do not Within Groups 1.944
know don’t know
Total
1.956

Mean Square F

Sig.

2

.006

.262

.770

88

.022

.183

.833

.619

.541

90

Respondent has sent a Between
.091
message or request to Groups
someone he/she don’t Within Groups 21.865
know
Total
21.956
How often do you receive Between
such message(s)?
Groups

Df

2

.046

88

.248

90

.266

2

.133

Within Groups 18.920

88

.215

Total

90

19.187

Following the result of the data analyzed in table
12, the level of significance for hypothesis I is 0.770
If F < Fa, accept null hypothesis (Ho) and reject
alternative hypothesis (Hi). Else if F > Fa, reject null
hypothesis (Ho) and accept alternative hypothesis
(Hi).
Where F represents the level of significance for
hypothesis testing, Fa is the default level of
significance and its 0.05
Following the result above, F > Fa i.e. 0.770 > 0.05.
Therefore the null hypothesis (Ho) respondent
has never received a message from someone he/she
do not know is rejected, and the alternate hypothesis
(Hi) respondent has received a message from
someone he/she do not know is accepted.

The between group seen in the table above (table
12) is the estimate of the amount of variation due to
assignable causes (such as factor given in this
research;
confidentiality,
authentication,
integrity…), while the within group is the estimate
of the amount of variation due to causes by chance
(factors that occur by chance and are beyond human
control).
The between group and within group are
obtained separately and compared using an F-test
and conclusions are drawn using the value of F
(found variation of the group averages / expected
variation of the group averages).
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Table 13: Testing Hypothesis for Confidentiality using ANOVA
Sum
Squares

of
Df

Mean Square F

Sig.

Most messages received Between Groups .178
or sent by the respondents Within Groups
19.668
are confidential
Total
19.846

2

.089

.399

.672

88

.223

Respondent has given a Between Groups 1.005
third-party the password Within Groups
18.380
to his/her account
Total
19.385

2

.502

2.405

.096

88

.209

Have you ever received Between Groups 1.345
information that your Within Groups
21.380
account was accessed by
22.725
someone you don’t know? Total

2

.673

2.768

.068

88

.243

90

90

90
a social networking site are not confidential is
accepted.
For hypothesis II, F is 0.096 and it is greater than
0.05 i.e. F > Fa
Therefore the null hypothesis (Ho) Respondent
has never given the password to his/her social
network account to a third party is rejected, and the
alternate hypothesis (Hi) Respondent has given the
password to his/her social network account to a third
party is accepted.
For hypothesis III, F is 0.068 and it is greater
than 0.05 i.e. F > Fa
Therefore the null hypothesis (Ho) Respondent
has never received information that his/her account
was accessed by someone he/she do not know is
rejected, and the alternate hypothesis (Hi)
Respondent has received information that his/her
account was accessed by someone he/she do not
know is accepted.

The level of significance for hypothesis II is 0.833
0.833 > 0.05 i.e. F > Fa
Hence, the null hypothesis Ho: respondent has
never sent a message to someone he/she do not
know is rejected while Hi: respondent has sent a
message to someone he/she do not know is accepted.
Remember, if F < Fa, accept null hypothesis (Ho)
and reject alternative hypothesis (Hi). Else if F > Fa,
reject null hypothesis (Ho) and accept alternative
hypothesis (Hi). Fa is still 0.05.
Following the test above, for hypothesis I, the
level of significance F is 0.672. Here, F > Fa i.e.
0.672 > 0.05
Therefore the null hypothesis (Ho) Most
messages received or sent via a social networking
site are confidential is rejected, and the alternate
hypothesis (Hi) Most messages received or sent via

Table 14: Testing Hypothesis for Integrity using ANOVA
Sum
Squares

Df

Mean
Square

F

Sig.

Respondent
Between Groups .244
information has been Within Groups
14.789
modified
without
Total
15.033
his/her permission

2

.122

.725

.487

88

.168

How often does it Between Groups .690
happen?
Within Groups
14.914

2

.345

2.036

.137

88

.169

Total

15.604

Following the test above, for hypothesis I, the level
of significance F is 0.487. Here, F > Fa i.e. 0.487 >
0.05
Therefore the null hypothesis (Ho) Respondent
information has been modified without his/her

of

90

90
permission is rejected, and the alternate hypothesis
(Hi) Respondent information has been modified
with his/her permission is accepted.
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Table 15: Testing Hypothesis for Availability using ANOVA
Sum
Squares

of
Df

Mean Square F

Sig.

Do
you
experience Between Groups .497
difficulty in accessing Within Groups 21.920
your profile information
Total
22.418
in time?

2

.249

.998

.373

88

.249

Was there any time you Between Groups .320
tried accessing your Within Groups 15.284
account and you could
Total
15.604
not?

2

.160

.922

.401

88

.174

Following the test above, for hypothesis I, the level
of significance F is 0.373. Here, F > Fa i.e. 0.373 >
0.05
Therefore the null hypothesis (Ho) Respondent
never experience difficulty in accessing his/her
profile information in time is rejected, and the
alternate hypothesis (Hi) Respondent has
experienced difficulty in accessing his/her profile
information in time is accepted.

90

90
For hypothesis II, F is 0.401 and it is greater than
0.05 i.e. F > Fa
Therefore the null hypothesis (Ho) Respondent
can access his/her account always is rejected, and
the alternate hypothesis (Hi) at a point in time,
respondent could not access his/her account at all is
accepted.

Table 16: Testing Hypothesis for Non-Repudiation using ANOVA
Sum of Squares Df

Mean Square

F

Sig.

Have you ever received a Between Groups
message from someone Within Groups
who later denies sending
Total
you such message?

.093

2

.046

.181

.835

22.588

88

.257

22.681

90

Have you ever sent a Between Groups
message to someone and Within Groups
later deny sending such
Total
message?

.861

2

.430

3.963

.022

9.557

88

.109

10.418

90
5.0 CONCLUSION
Security in itself is an important and challenging
issue. Social networking sites can be a valuable sales
and marketing tools, as well as fun diversions, but
inherent in these applications are security risks that
can put the individual or a company in a
compromising position or at serious risk.
From this research, adults within the range of 1825 years of age spend more time on the internet and
majorly on social networking sites. Some of the
respondents do not see social network as very safe
and based on the analysis above, social networking
sites is safe to some extent; considering integrity as
a factor, the users’ profile information is modified
with the users’ consent. Based on other factors, the
information sent and received through social
networks are not safe, therefore, confidential
information or messages should not be transmitted
through them. The more the users on social
networking site, the more the risk becomes. Hence,
security of social networks is practically impossible

Following the test above, for hypothesis I, the level
of significance F is 0.835. Here, F > Fa i.e. 0.835 >
0.05
Therefore the null hypothesis (Ho) Respondent
have never received a message from someone who
later deny sending such message is rejected, and the
alternate hypothesis (Hi) Respondent has received a
message from someone who later deny sending such
message is accepted.
For hypothesis II, F is 0.022 and it is less than
0.05 i.e. F < Fa
Therefore the null hypothesis (Ho) Respondent
has never sent a message to someone and later deny
sending such message is accepted ,and the alternate
hypothesis (Hi) Respondent has sent a message to
someone and later deny sending such message is
rejected.
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to measure based on five factors as security in itself
is a challenging issue.
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Abstract: The main objective of this paper is to
enhance evaluation and selection methodology
of the Multi-Objective Optimization on the basis
of Ratio Analysis (MOORA) method. An
Information Entropy Weighting (IEW) method
is introduced for allocating the weights of
criteria. The new Entropy method is combined
to MOORA method to allocate weights, in order
to solve different MCDM problems when no
preference exists. The new method so-called
IEW-MOORA is applied for ranking
alternatives in a numerical example given.

In this paper we try to address this problem by
employing Information Entropy Weight (IEW)
method to allocate weights, and then combining
the proposed method to a well-known technique
called Multi-Objective Optimization on the
basis of Ratio Analysis (MOORA). The new
approach so-called IEW-MOORA can be used
when no preference among the criteria is
considered. Also, it is validated and illustrated
by ranking the alternatives of a given numerical
example.
The rest of this paper is organized as follows:
Section 2 is made for the MOORA approach,
the proposed Information Entropy Weight
method is illustrated in section 3, in section 4 a
numerical example is given for validation, and
finally section 5 is made for conclusion.

Keywords: Information Entropy; Multi-Criteria
Decision Making; MOORA.
1. Introduction
Multiple Criteria Decision Making (MCDM)
problems are characterized by the existence of
two or more criteria, which are to be optimized
simultaneously. However due to the conflicting
nature of the criteria, it may not be possible to
reach the ideal solution, which optimizes all the
criteria, among the set of possible alternatives.
The merit of MCDM techniques is that they
consider both qualitative parameters as well as
the quantitative ones. MCDM includes many
solution techniques such as Simple Additive
Weighting (SAW), Weighting Product (WP)
(Hwang, 1981), and Analytic Hierarchy Process
(AHP) (Saaty, 1980). The problem of allocating
the weights of criteria when there is no
preference is an open research area. Many
scholars tried to tackle this problem by various
techniques like Information Entropy Weight
method (El-Santawy, 2012), the weighted
average operator (OWA), and several other
methods (El-Santawy and Ahmed, 2013).

2. MOORA
A MCDM problem can be concisely expressed
in a matrix format, in which columns indicate
criteria (attributes) considered in a given
problem; and in which rows list the competing
alternatives. Specifically, a MCDM problem
with m alternatives (A 1 , A 2 , …, A m ) that are
evaluated by n criteria (C 1 , C 2 , …, C n ) can be
viewed as a geometric system with m points in
n-dimensional space. An element x ij of the
matrix indicates the performance rating of the ith
alternative A i , with respect to the jth criterion C j ,
as shown in Eq. (1):

(1)

In Information Theory, Entropy is a measure of
the uncertainty in a random variable. In our
context, it suits the problem of allocating
weights in MCDM by quantification of the
expected value of the information contained in a
criterion.

Brauers first introduced the MOORA method
in order to solve various complex and
conflicting decision making problems (Brauers,
2004). The MOORA method starts with a
decision matrix as shown in Eq. (1). The
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procedure of MOORA for ranking alternatives
can be described as following:

matrix D'= (x') mxn the information entropy is
calculated as shown in the following steps. First
in order to avoid the insignificance of ln f ij in
Eq. (7) f ij is stipulated as shown in Eq. (6):

Step 1: Compute the normalized decision matrix
by vector method as shown in Eq. (2)
x ij

(2)

(6)

Step 2: Calculate the composite score as
illustrated in Eq. (3)

(7)

x ij* =

, i = 1,…,m; j = 1,…,n.

m

∑

x ij2

i =1

b

zi =

∑x

*
ij

−

j= 1

∑

∑x

*
ij

, i = 1,…,m.

*
ij

are for the benefit and

(3)

j = b +1
n

b

where

After calculating the variation degree (H j ), the
deviation degree of the criterion (j) noted by
(G j ) is computed as in Eq. (8)

n

x ij* and

j =1

∑x

(8)
It is obvious that (G j ) is greater if the value of
(H j ) is smaller. Consequently if the (G j ) is
higher, the information entropy (H j ) is lower,
which indicates that the more the information
criterion (j) provided, the greater weight given
to the criterion (j). The weight (W j ) of the
criterion (j) is defined as:

j = b +1

non-benefit (cost) criteria, respectively. If there
are some attributes more important than the
others, the composite score becomes
b

zi =

∑
j= 1

w j .x ij* −

n

∑ w j .x ij* , i = 1,…,m.

(4)

j = b +1

where W j is the weight of jth criterion.

(9)

Step 3: Rank the alternative in descending
order.

where j = 1,2,…,n

Recently, MOORA has been widely applied
for dealing with MCDM problems of various
fields, such as economy control (Brauers and
Zavadskas, 2006), contractor selection (Brauers,
2008), and consulting firms ranking (ElSantawy and Zean El-Dean, 2012).

4. Numerical Example
In the provided example, no preference exists
among criteria; the absence of weights allocated
to criteria is tackled by applying the Information
Entropy Weight (IEW) method to assign
weights to criteria. In this section, an example of
six alternatives to be ranked through comparing
five criteria is presented to explain the method
proposed. As shown in Table 1, the six
alternatives, their performance ratings with
respect to all criteria, and the utility types of all
criteria are presented.

3. Information Entropy Weight
In MCDM, the weight of a criterion reflects its
importance. The Information Entropy Weight
(IEW) based on the information entropy of raw
data (Zhang, 2011) is combined to MOORA
method in this paper. The rest of this section is
made for illustrating the new method of
allocating weights. Range standardization was
done to transform different scales and units
among various criteria into common measurable
units in order to compare their weights.

Utility type

(5)
D'=(x') mxn is the matrix after range
standardization; max x ij , min x ij are the
maximum and the minimum values of the
criterion (j) respectively, all values in D' are (0
≤ x' ij ≤ 1). So, according to the normalized

Table 1. Decision matrix
C1
C2
C3
C4
Max Min Max Min

C5
Max

Alternative 1

48

14

5

14

56

Alternative 2

56

20

20

18

44

Alternative 3

23

24

10

22

50

Alternative 4

58

12

12

24

36

Alternative 5

69

17

10

16

32

Alternative 6

23

10

8

17

45

In the above example, there are no weights
specified for the criteria by the decision maker,
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so the proposed method will be applied. Table 2
illustrates the range standardization done to
decision matrix as in Eq. (5).

MCDM and can be extended
applications and methods.

to

other

References

Table 2. Range standardized decision matrix
C1

C2

C3

C4

C5

Alternative 1

0.543

0.286

0

0

1

Alternative 2

0.717

0.714

1

0.4

0.5

Alternative 3

0

1

0.333

0.8

0.75

Alternative 4

0.761

0.143

0.467

1

0.167

Alternative 5

1

0.5

0.333

0.2

0

Alternative 6

0

0

0.2

0.3

0.542
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Table 3 shows the values of the variation
degree (H j ), the deviation degree (G j ), and the
weight assigned to each criterion (W j ) based on
information entropy as in Eqs. (7, 8, and 9).
Table 3. Weights assigned to criteria

Hj

Gj

Wj

C1

1.58583977

-0.585840

0.20090

C2

1.58966902

-0.589669

0.20221

C3

1.58414753

-0.584148

0.20032

C4

1.57794522

-0.577945

0.19819

C5

1.57851685

-0.578517

0.19839

By applying the procedure of MOORA as
illustrated in section 2; the benefit, cost, and
composite scores are obtained for all
alternatives as shown in Table 4. The second
alternative should be selected because it has the
maximum composite score.
Table 4. Ranking lists and scores

Alternative1

Benefit
criteria
0.2162

Cost
criteria
0.1288

Composite
score
0.0875

Alternative2

0.3118

0.1753

0.1365

1

Alternative3

0.1985

0.2121

-0.0136

6

Alternative4

0.2451

0.1619

0.0831

4

Alternative5

0.2422

0.1520

0.0902

2

Alternative6

0.1755

0.1221

0.0535

5

Rank
3

5. Conclusion
In this paper, the MOORA method is
combined to the Information Entropy method to
constitute a new approach called IEW-MOORA
in order to rank the alternatives when no
preference is found (i.e. no weights are provided
for the criteria). The proposed method assign
weights to criteria relative to the quantity of
information gained. This process is suitable for
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Recent work on the Pyrrho DBMS
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and signed off by auditors. More generally,
when changes are made it is impossible to find
out who made the changes, and what previous
value was overwritten. I felt that as Computer
Scientists we have a duty to design and build
systems where such bad behaviour is made
difficult [Crowe 2004]. So in Pyrrho, not only
does the database actually consist of the
transaction log, so the entire history is visible,
but every transaction records details of who
made the change, when and to some extent
why.
There were other reasons for dissatisfaction:
already in 2004 it was clear that pessimistic
concurrency control (client-side locking of
databases), universally implemented in
commercial DBMS products then as now, was
unsuited to world-wide information systems.
Finally, there was a new international standard
SQL2003 (latest version ISO/IEC 9075, 2011)
which apparently none of the major players
planned to adopt.
Finally, for my taste, no commercial
database products have strong enough
adherence to the ACID principles of transaction
atomicity, consistency, isolation and durability.
Even the SQL standard is equivocal by
allowing options in a SET TRANSACTION
statement that include the ability to read
uncommitted data (breaching the isolation
principle), and settings in FOREIGN KEY
constraints that allow inconsistent data to be
committed.

Abstract
The Pyrrho DBMS is a strongly transactional
implementation of standard SQL to which
many additional features such as support for
documents, OWL types and role-based
modelling have been added.
Keywords: Relational database, transactions,
semantic web, data modelling
BACKGROUND
Since 2004 my personal research activity has
mostly focused on the development of a very
strict SQL DBMS called Pyrrho. The purpose
of this informal paper is to explain this activity
and indicate where it may lead.
Like other academics I have also been
involved in research projects and supervising
research students and naturally have become
involved in developing some software for them.
Many research students and fellow academics
have been kind enough to co-author a published
paper with me – or in some cases to
acknowledge some earlier input from me by
listing me as a co-author even where I have not
actually contributed directly to the paper. Thus
I can list 12 published papers in the last 4 years,
but I was not surprised or very disappointed
when I was not included in the current research
assessment exercise.
Although Pyrrho has been quite an
obsession, it has led to very few published
papers. Partly this is because editors of journals
and others who know about research in
computing
dismiss
relational
DBMS
implementation as a mature area, where nobody
is doing any research. However, relational
DBMS technology, as it is implemented in
commercial database products, dates from
1974, and computers have changed quite a bit
since then.
My motivation for developing a new DBMS
was dissatisfaction with this ancient
technology. For example, on current
commercial systems, database administrators
have the power to “change history” by making
untraceable changes, for example to accounting
systems, even after they have been finalised

PHYSICAL MEDIA AND TRANSACTION
SAFETY
The first steps in the design involved
consideration of what hardware changes were
relevant to the fundamental DBMS redesign
that was in view. Computer memory (RAM)
was already much larger than in 1974 so that
there was much less need to keep all the DBMS
data structures on disk. Initially many critics of
Pyrrho’s design focussed on the need for
similar amounts of memory as on disk, but
from the perspective of 2014 these objections
seem just foolish. Many real-time databases
today reside entirely in RAM, but the main
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commercial databases continue to implement
their data structures on disk, despite the
consequential non-atomicity of transactions.
Secondly, in 2004 write-once media looked
attractive as a means of storing the transaction
log. This idea was quickly abandoned as such
media did not take off in the market, maybe
because as with Pyrrho, mistakes could not be
corrected untraceably. Instead, Pyrrho uses a
cryptographic lock on the database to detect,
and mark as unusable, any database that has
been tampered with.
It was essential to Pyrrho’s design to allow
no compromises on the ACID principles, so
some early work dealt with data structure
design that would ensure if possible that
committing a transaction be as atomic as
possible: a single pointer update in memory and
a single contiguous disk write request. In
practice this has almost been achieved: if only
one server and one database is involved, the
current design has a single pointer (at the level
of the Physical database) that is updated on
commit, and of course for a large transaction a
single write request might extend to several
physical blocks. For safely committing
transactions in distributed databases some use
of the famous three-phase commit algorithm is
unavoidable.
Otherwise the single disk write property is
easy: committing a transaction involves
appending the record of the transaction to the
end of the transaction log: there is a single
transaction log per database.
For the in-memory data structures I
developed an immutable version of B*-trees so
that the head of the tree was all that was needed
to give concurrent access to both the new or the
old head of the tree while allowing most of the
memory to be shared between them. As the
transaction proceeds, these structures are
updated, but the updates are based on
uncommitted data rather than physical records.
Each local transaction would simply hold its
own pointer to the transient heads of the set of
logical database objects, which will be
forgotten at the end of the transaction, when the
committed database state will be constructed
from the data as committed.

n>1. In most cases each bucket would occupy
around 64n bytes of memory, but the real tradeoff is not between memory and speed, but
between the costs of linearly ordering o(n)
items within the bucket and the benefit of a
larger logarithmic base. Experiments were
conducted to see what the best value of n might
be, and to my surprise there was very little
difference in performance for values of n
between 6 and 32.
The next aspect to be considered was the
information representation on disk. It was
decided that Pyrrho should avoid as far as
possible any locale- or platform-specific data
representations. The use of octets (bytes) for
disk storage looked acceptable, and Unicode
(UTF-8 encoding) seemed reasonable. Most
commercial database systems allow for largeprecision numeric data, and in choosing a fast
format for such data I arrived at a very large
capacity format (up to 2040 bits) for data on
disk, leaving the database engine to optimise
arithmetic operations by using 64-bit integers
for most data in memory. It is then up to the
client-side library to apply regional formats,
string collations and settings. Pyrrho adopted
the normal practice of using 5-character error
condition codes, some of which are specified in
the SQL standard, whose explanations the
client-side software could localise.
In the initial development it was discovered
that for parsing SQL, which is a huge language
with hundreds of reserved words, the use of
simple LL(1) parsing techniques outperformed
more sophisticated compiler technology by
several orders of magnitude. It is common even
today for people to criticise SQL databases on
grounds of speed, but the language itself should
not be blamed.
Another innovation was in the traversal of
data sets, where a novel partial-evaluation
approach to column values was implemented.
This provides instant optimisations to complex
queries, joins etc. Each result set has an
enumerator, of course, but moving to the next
row (for example) affects the get-based
computation of column values. There is a lot of
code inside Pyrrho to streamline the
computation of values in such rowsets, and to
select the best indexing method, and this is one
of the success stories in Pyrrho’s
implementation speed.
In benchmarking the resulting database
using TPC-C (TPC 2001), a speed-up of three
orders of magnitude resulted from the adoption

DATA REPRESENTATION AND SPEED
With B*-trees the logarithmic behaviour of
search is achieved using a tree of ordered
chunks of data (traditionally called buckets).
These buckets have an arbitrary fixed capacity
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of an arbitrary fixed size for messages between
client and server. At this stage, Pyrrho’s
performance proved to be comparable to the
commercial databases on a PC (Crowe 2005),
and reduced disk activity by a large factor (a
factor of 80 for SQL Server). This reduction in
disk activity was seen as significant because
over time, disk access speed improve only
slowly while memory sizes and speed obey
Moore’s law.

recreated, but from Pyrrho’s forensic standpoint
renaming is much to be preferred, and is
supported to the extent that the code of stored
procedures, triggers, default values etc is
affected by the renaming of objects. Pyrrho is
so fast at processing SQL that such code is
always interpreted, never compiled.
Temporal databases have long been an
interesting area, and Pyrrho implemented some
intrinsic functions (NEXT, LAST, AT) and the
concept of TEMPORAL JOIN to optimise
processing of temporal queries. This is fast and
effective, but is rather different from the
VERSIONING concept introduced in the 2011
version of SQL, which of course Pyrrho has
also implemented and extended. The new SQL
approach is more declarative: Pyrrho’s
temporal tables are automatic and maybe more
intuitive.
Another interesting area was the idea of
authority. As mentioned above, Pyrrho’s
transactions have always stored the identity of
the user committing the transaction along with
the authority being used. The corresponding
SQL concept is Role. In SQL users are granted
roles, and one of these can become the session
role. So Pyrrho’s authority concept is exactly
the same as SQL’s session role. However, in
recent versions of Pyrrho, changes to the names
of database objects are only seen in the role that
changes them.
Pyrrho’s response to the Java Enterprise
Edition was to implement the Java Persistence
API inside Pyrrho, and this exploration was
very interesting, as it highlighted the way that
the data model emerged as declarations in
applications rather than being intrinsic to the
database schema. This aspect is also a feature
of Microsoft’s entity framework and languageintegrated query (LINQ). Implementing this
rigorously meant that different concurrent
transactions would have different data models
for the same database, which seemed dangerous
and burdensome. Pyrrho at one time had full
implementations of both JPA and LINQ, but
eventually I removed all of these aspects in
favour of a fully schema based approach to data
modelling based on roles which I believe could
be of theoretical interest. While adding such
“metadata” aspects to SQL syntax, in particular
distinguishing entity tables, Pyrrho also
allowed metadata additions to enhance
automated data visualisation.
There have been some other changes
inspired by the open data movement, such as

DEVELOPMENT SINCE 2005
It quickly became apparent that while a number
of people in the database community found
Pyrrho’s approach intriguing, there was no
likelihood of everyone adopting Pyrrho for
commercial activities. Business people at the
time did not understand or care about
transaction safety, and database people were
too anxious and lazy to argue about such
things. So very quickly Pyrrho became an
environment for testing the cross-over to
related aspects of information management.
Some of the features added are in the SQL
standard, such as the full range of window
functions, the SQL programming language,
exception handling, triggers and user-defined
types. Naturally Pyrrho went further than
commercial databases in implementing these
(e.g. trigger actions that distinguish old and
new row versions) in a rigorous way, and I
treasure some comments from database experts
along the lines that they never expected to see
such-and-such a feature implemented in their
lifetime.
More interesting was the approach to strong
typing, where the SQL standard has been
criticised for making databases look like
programming. My feeling was that this was a
good thing, and Pyrrho has always had strong
typing. These became a great deal stronger as a
result of the RDF movement inside W3C.
Eventually I found the overlapping typeconversion rules being introduced by W3C for
XML, RDF and SPARQL too counter-intuitive.
After fully implementing an RDF triple store,
and SPARQL, inside the Pyrrho database
engine, Pyrrho has ended up with a very
rigorous type system that survived the removal
of these features in favour of other
developments. It still supports the notion of
OWL types.
In fact the SQL standard does not allow the
names of database objects to be altered,
preferring for the objects to be destroyed and
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recording the provenance of data imported into
databases, and marking a database as curated,
so that future changes to it are prevented.
Needless to say, these developments merely
ensure that nobody wants to commit to using
Pyrrho.
THE JOURNEY CONTINUES
In 2013 I returned to the implementation of
distributed and partitioned databases and came
up with a more rigorous implementation of
both. Current work is considering massivelypartitioned databases and the use of parallel
searching similar to map-reduce algorithms.
The development of Pyrrho is likely to
continue for a few years yet. The complete
sources have been publicly available since
2007, and it is gratifying to see evidence of
some of my code being re-used in other
projects and even a few products.
It is a pleasure to acknowledge the moral
support provided by colleagues at UWS,
notably Thomas Connolly, Carolyn Begg, and
Alistair McMonnies, and in the DBTech
project, especially Martti Laiho and Fritz Laux.
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